Protecting Individual Privacy in the Struggle Against Terrorists:

Addressing Multi-Disciplinary Challenges in Our Increasingly Digital World

September 11, 2001 provided vivid proof to the world of the damage that a determined, fanatical terrorist group can inflict on our society. Based on the available information about groups like Al Qaeda, most importantly their own statements, it seems clear that they will continue their attacks. Governments must determine how best to respond to two real and serious threats from terrorists - the terrorist acts themselves and the inappropriate or disproportionate responses to them. In our increasingly digital world, there is an ever-increasing digital record of the actions of individuals and organizations and increasingly powerful technologies with which to analyze that digital record. While the counter-terrorism community should have access to the best possible tools we must evaluate their use in terms of effectiveness in achieving the goals – protecting society against terrorist acts – while protecting the privacy and civil liberties consistent with our values. How do government officials, policy makers, technologists, and citizens evaluate the effectiveness of counter-terrorism programs while ensuring civil liberties consistent with existing laws and values?

In 2005, the US National Research Council convened the Committee on Technical and Privacy Dimensions of Information for Terrorism Prevention and Other National Goals to address these questions that involved the nexus between terrorism prevention, technology, privacy, and other policy issues and the implications and issues involved in deploying data mining, information fusion, and behavioral surveillance technologies.

The committee consisted of 21 people with a broad range of expertise, including national security and counterterrorism, intelligence and counterintelligence, privacy law and information protection, organizations and organizational structure, law enforcement, statistics, information technology, cognitive psychology, terrorism, database architecture, public health, artificial intelligence, databases, cryptography, machine learning and statistics, and information retrieval.

This talk outlines the charter, methods, and results of the work of the committee and some of the challenges that arose in the conduct of the work. The talk will use this work to illustrate the importance of multi-disciplinary methods and solutions in our increasingly digital world.
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